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Abstract: The concept of the fourth industrial revolution assumes the integration of people and
digitally controlled machines with the Internet and information technologies. At the end of 2015,
more than 20 billion machines and devices were connected to the Internet, with an expected growth to
half a trillion by 2030. The most important raw material for this digital revolution is data, which when
properly stored, analyzed and secured, constitute the basis for the development of any business. In
times of rapid industrial development, automation of production processes and systems integration
via networks, the effective protection of the cyber-physical systems of a plant is particularly important.
To minimize the risks associated with Internet access, one must define all the possible threats and
determine their sources in the plant and block or minimize the possibility of sabotage or data loss.
This article analyzes the security measures used in industrial systems. In particular, risk management
and the study of the risk sources in terms of human, hardware and software aspects in networked PLC
and SCADA systems are discussed. Methods of improving the architecture of industrial networks
and their management are proposed in order to increase the level of security. Additionally, the safety
of the communication protocols with PLCs in industrial control systems is discussed.

Keywords: industry 4.0; cybersecurity; cyber-physical system; PLC network; communication;
risk management

1. Introduction

The beginning of the first industrial revolution is dated as from the end of the 18th
century and was driven by mechanical production plants based on steam power. At
the beginning of the 20th century, there was a second revolution based on mass labor
production using electrical energy. Then the third industrial revolution began in the 1970s
and was driven by automatic production based on electronics and internet technology.
Nowadays, the fourth industrial revolution, namely Industry 4.0, is happening. The idea
of Industry 4.0 was initially proposed as a means of developing the German economy in
2011 [1-7].

The fourth industrial revolution places increasing expectations on governments result-
ing from the new role of the state in the economy and its involvement in solving problems
of unreliable markets [8], with the key issue being the management and effectiveness of the
state’s activities, rather than the state size. Industrial policy being implemented by many
countries is de facto aimed at reorienting national economies towards a fourth generation of
industry [9], be it with a view to preserving and restoring jobs or by trying to improve com-
petitiveness and added value of domestic production. The possible benefits are not only an
improvement in efficiency, a reduction in errors, lower demand for raw materials and cost
reduction, but also an opportunity to sell your own solutions to cooperators and clients.
Transformation towards Industry 4.0 in the long run will bring measurable effects in the
form of a higher rate of return on the invested company capital [9]. The road to reach such
goal is, however, very difficult, following from the nature of the Industry 4.0 concept. Such
transformation imposes not only technological challenges but also organizational [10,11]
and sociological [12-14] ones.
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While aiming to achieve a higher level of automatization and operational produc-
tivity [15], the Industry 4.0 concept requires vast computerization, inter-connection and
horizontal and vertical integration in the traditional industry [4]. Production in Industry
4.0 can be treated as a cyber-physical system (CPS) [16,17] based on heterogeneous data
and knowledge integration [4,6]. CPS is defined as a set of transformative technologies
for managing interconnected systems between its physical assets and computational capa-
bilities [18]. It creates an interoperable, optimized adaptive and scalable manufacturing
process that is usually service-oriented [19]. It allows for an intelligent flow of produced ele-
ments between machines in a factory with real-time communication between machines [20].
Such systems require and are based on new technologies (see Figure 1), such as the Internet
of Things (IoT) [21-28] and Services (1loS) [29,30], Big Data (BD) [31-33], Edge/Fog/Cloud
Computing [34-43], Blockchain [44-48], Industrial Automation, Cybersecurity [49,50],
Intelligent Robots and Cobots [51-53].
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Figure 1. Main technologies of Industry 4.0 [54].

All the technologies mentioned above are essential for achieving the desired benefits
of adopting Industry 4.0 in factories and in the whole value production chain. Applica-
tion of such technologies requires, however, tight integration using networking solutions.
This is why Industry 4.0 will face traditional cybersecurity issues and some other new
ones following the nature and scope of the systems integration. If these solutions are
not addressed properly, the true potential of the new industrial revolution may never be
achieved. The most significant challenge related to cybersecurity is the integration and
cooperation amongst the stakeholders of any given Industry 4.0 organization. All partic-
ipating environments are made of diverse technologies spread across many disciplines
with many different types of subject-matter experts; however, there are few standards and
processes designed to assist each entity to communicate with respect to the high standards
of cybersecurity [55]. Moreover, even if we take a more narrow range, namely, only inside
one entity (e.g., production factory), the complexity of security problems does not scale
down significantly. The multilayered structure of the control and management systems
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and multi-objective tasks performed by these systems often require different standards
of hardware and software with different cybersecurity requirements [56]. Usually, the
physically controlled access to the plant is sufficient enough to secure the intranet network.
While this was true in most cases, it is definitely not enough for Industry 4.0 solutions.
In this paper, the security challenges of the transformation to the Industry 4.0 standards
are discussed with a strict focus on PLC systems. While other solutions based on new
technologies are supposed to be the core of the 14.0 factories, PLC-based systems still will be
required and essential in most of the solutions [57,58]. In Section 2, the paper will discuss
the overall risk management with the vulnerabilities and threats identification, followed by
the existing security assessment. Section 3 will describe known risk sources in Operational
Technology (OT) [59,60] systems with several examples of these systems’ vulnerabilities
exploitation. Section 4 will discuss where the most urgent actions are required in industrial
control network systems, presenting several examples of solutions improving the security.
All the presented examples of threats, vulnerabilities and mitigation methods follow from
the literature review and from the professional experience of the authors in designing and
commissioning PLC-based control systems in various industry branches. The presented
cases are meant to show the extent of the challenges regarding security in Industry 4.0
PLC systems.

2. Risk Management

Lack of awareness of the dangers of unauthorized access to the industrial network
may have significantly negative consequences for the functioning of the enterprise [61-63].
It lowers the level of availability of network resources and their reliability, and may cause
significant difficulties in ensuring the safety of employees as well as damage the industrial
installations and security of information of the production process [64]. In turn it generates
financial losses for the enterprise, affects reputation on the market as well as decreases
competitiveness caused by the outflow of information.

The key question that owners and integrators of industrial environment should ask is
whether a given network has the correct architecture and whether it is properly secured
against unwanted external interference. Constantly ensuring the security of industrial
infrastructure becomes an increasing challenge. Until recently, the requirements for peo-
ple securing elements of industrial automation were quite low, even marginal, due to
the separation of machines from IT networks and the clear allotment of the rights of se-
lected employees to change the parameters or software of a certain unit. Currently, in
the era of Industry 4.0, the requirements for securing industrial infrastructure are much
more extensive.

Efficient and effective cybersecurity risk management requires identification of key
services and assets, identification of threats and vulnerabilities, assessment of existing
security measures, risk analysis, determination of actions necessary to minimize the effects
or lowering the probability of a network incident, continuous risk monitoring and reporting
on potentially dangerous situations. The main challenges related to the above activities are
presented in the sections below.

2.1. Key Assets and Services

The first stage of effective cybersecurity risk management is to identify the services
and assets that are key to the proper operation of the enterprise. This is the stage that
allows to determine the places in the enterprise that require the best protection in view of
their impact on the operation issues. Tracing all the most important elements related to
the safe operation of the enterprise is then required. Key assets and services are different
and depend on business, location and access to media. Considering cybersecurity, how-
ever, the assets should be limited to resources of a certain value, related to the network
infrastructure or stored in the company’s network, and having an impact on its economic
performance. Among the most important and most common company assets in the context
of cybersecurity, we can distinguish the following:
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The production process diagram;

Settings related to the production process and recipes;

Sensitive employee data;

The type and quantity of materials used in the production process;
Current production status;

List of customers and their demands.

The protection of the production process and the related settings and recipes is of
the obvious importance for the company. Nobody questions the importance of protecting
customer base. Often, however, when determining the assets of the enterprise, an important
element—the employees’ data—is not taken into account. The employees” competences
and their personal data are as important as the list of clients. This is mainly due to two
factors. The first is the possibility of the appropriate use of the employee due to his
competences, and thus generating potentially more income. If these data were obtained by
competitors, better qualified employees could be stolen in order to weaken the enterprise.
The second factor is one of the repercussions related to the improper management of
sensitive employee data under the General Data Protection Regulation of 10 May 2018
(GDPR) [65].

Among the most common key services in the context of cybersecurity of industrial
networks, one may distinguish essentially one unchanging element, which is secure and
constant access to the external and internal tele-information network, as well as services
provided as part of this access (e-mail, network drives and network applications).

2.2. Identification of Threats and Vulnerabilities

The greatest threat to the industrial network of a plant is humans. The number of
real-life examples serve as proof. The most common method of hacking into a company’s
network is taking over the employee’s authorization path (login and password) [66].
Technological issues and the industrial process itself are also important. The more dispersed
the network structure, the more potential points of unauthorized access to it. Therefore,
from the point of view of cybersecurity risk analysis, the designed security should be
matched to industrial technologies and their architecture [67].

First of all, the scope of the industrial network that will be taken into account when
identifying the risk should be determined. This is a factor depending on the initial network
fragmentation, especially if the production plant has machines that use different software
standards or different data transmission methods. The most frequently used techniques for
identifying risks related to cybersecurity of industrial networks include:

e  Verification of machine documentation along with their communication and software
standards. This method is aimed at verifying whether the communication standards
used are protected against hacker attacks and whether the software of the machines
is up-to-date and properly secured. In addition, a physical verification is performed
whether all elements are compliant with the electrical documentation or they may
have been replaced (e.g., during a breakdown) with a newer model offering up-to-
date software.

e  Verification of the management of the architecture and network sections is aimed at
checking whether all security standards defined during the creation of the network
are maintained and properly managed by authorized persons.

e Interviews with production plant employees responsible for the operation of machines
and the security of the industrial network. Thanks to this method, it is possible to
obtain information on security incidents or to obtain valuable information related to
accidentally found errors in network configurations.

e  Verification of the management of special parts of the network and special devices ac-
tive in the network. This applies to devices essential for the operation of the enterprise,
which do not need to be directly and permanently connected to the industrial network.

e  The analysis of the configuration and settings in active network devices assumes the
validation of the data entered into these devices. Additionally, this method checks
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that the software offered by the manufacturer for the given devices is up to date in
order to ensure a better level of security.

e  Monitoring the operation of devices responsible for security and verification of logs.
This method consists of connecting devices operating in the ‘Man in the Middle’ mode,
allowing the collection of an information packet without editing the data packet in
order to track whether any of the devices intentionally modifies the signal or distorts
it. Verification of device logs allows to see previous incidents related to the security of
the industrial network.

e  Physical checking of security effectiveness during controlled attacks. This is probably
the most effective method identified by security reports. It consists of carrying out a se-
ries of controlled attacks inside an industrial network in order to find its vulnerabilities
and adequately protect against external exploitation of these vulnerabilities.

e Port scan and network mapping to check robustness to network penetration. This
method uses techniques related to the emulation of a given device in order to check
the legitimacy and degree of authorization.

e  Analysis of the network diagrams, production process, policy and procedures. Such
analysis can show how the users are using the industrial network and whether their
cybersecurity knowledge corresponds to their rights in the network.

When collecting a complete set of information on the state of the network security,
special attention should be paid to people’s awareness of cybersecurity, the condition and
type of hardware of the network systems with their software as well as the security status
of the network operating systems.

2.3. Assessment of Existing Security

The next step necessary to perform a proper risk analysis is the assessment of the
already functioning security system. The process of validation of the security in the network
systems is carried out in accordance with the threats for the defined industrial network
defined in the previous stage. The assessment of functioning safeguards must always
correspond to the actual threats.

Based on the technologies used to prevent security incidents and loss of data integrity
in industrial networks, it is possible to determine whether the specified places pose a
real threat. Since the discovery of the first computer worm in industrial network devices,
many manufacturers have introduced a lot of mechanisms to ensure, for example, the
integrity, confidentiality and availability of data, at least partially. At this step of the
safety assessment, it should also be verified whether the implemented security elements
work properly and on which parts specified in the risk identification they have a real
impact. Determining the real impact should follow an input-to-output method, where the
total information transmission path is examined, taking into account all locations where a
cybersecurity attack may occur.

One of the methods that assess functioning security is the brute force method, where
the main goal is to use awareness of a weak point in an industrial network in order to
conduct a controlled attack aimed at verifying whether the existing security measures work
properly. The assessment of functioning security should also include steps to validate
the reporting of cybersecurity incidents. One should also check the place where the logs
are saved and the appropriate security of access to these files. Reporting on potentially
dangerous events has a significant impact on the security of the industrial network system
due to the possibility of a quick response adapted to the level of threat.

2.4. Risk Analysis

The stage that allows to determine the significance of the threats and usefulness in the
context of cybersecurity is an analysis combined with a risk assessment. The risk analysis
usually concerns events for which the frequency of occurrence is not clearly defined or
directly determined at an appropriate confidence level. For this reason, when performing a
risk assessment, modeling methods adapted to estimating low probabilities, such as event
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trees and error trees, are most often used. In the assessment of each risk, the complex task
is broken down into simpler parts, which, after the analysis is performed, are combined
again, obtaining a better understanding of the entire task, and thus the probability of the
component events is determined.

The tree of events is a graphical way of presenting the dependence of causes and
effects occurring in the problem of industrial networks cybersecurity. When building an
event tree, it is assumed that the security incident is the result of a sequence of events. Thus,
the event tree begins with an initiating event, and then presents all possible cause-effect
sequences being its consequences. In many places of the event tree there are branching
points where, after certain events, there is the possibility of various other potentially
dangerous events. Thus, the probability of a specific effect is obtained by multiplying
all successive probabilities of events that make up the path in the tree, along which the
considered effect can be reached. The fault tree is also a graphical model of the cause—effect
relationships, but it is built in the opposite direction to the event tree. This method begins
with a specific effect and develops towards the events that precede it, while analyzing all
possible combinations of adverse events that could have led to the analyzed effect. Event
trees and fault trees can be used for both qualitative and quantitative cybersecurity analysis.

Using the probability determined in this way, it is possible to state the formula which
estimates the risk [68,69]:

Risk = P(Vulnerability)-P(Threat)-P(Impact),

where P(Vulnerability) is the probability of exploitation of a specific weak point, P(Threat) is
the probability of a specific threat occurrence and P(Impact) is the probability of producing
a specific effect. The risk is a function of the likelihood (probability) that a defined threat
agent (adversary) can exploit a specific vulnerability and create an impact (consequence).
In other words, cyber security risk is a function of the probability of a given threat source
exploiting the known vulnerabilities and the resulting impact of a successful exploitation
of the vulnerability [68,69].

The number of vulnerabilities in the above formula is defined as the number of known
vulnerabilities in the unprotected cause—effect elements resulting from the tree structure; it
is determined by counting individual points having a direct impact on the analyzed threat.
The number of threats determines the number of points on the tree, which are the effects
following the analyzed threat, and, in turn, the possibility of further exploitation of the
examined point in the context of the spread of risk.

From an enterprise perspective, Impact is the most subjective element of this equation
as it depends on the specific assets and underlying services that may be affected by an
industrial network security incident. Most often it is defined on the basis of subjective
assessments of material losses (economic losses) and damages related to human well-being
(human resources), the reliability of the company or the quality of services offered. Due to
different weights of factors, for each economic unit, an additional factor should be used
in the formula to determine the impact in accordance with the priority of the production
plant. After calculating the risk for each of the specified threats, it is possible to create a
threat matrix containing a complete set of information related to the size of the risk and
thresholds defining the levels of risk.

2.5. Risk Minimization

When carrying out the risk assessment process, it is important to remember that
risks can be assessed and reduced, but cannot be eliminated. In practice, this means that
regardless of the quality and quantity of funds used to eliminate the risk, there is no security
implementation system that would guarantee 100% security of the information flow process.
The process of lowering the probability and minimizing the effects of incidents related to
the safety of industrial networks is closely related to the amount of resources at the disposal
of an economic entity. The use of new technological solutions to prevent hacker attacks or
the reconstruction of network infrastructure may turn out to be too expensive in relation to



Appl. Sci. 2021, 11,9785

7 of 26

the effect it is supposed to provide. Thus, it is necessary to validate and minimize the effort
necessary to achieve the maximum acceptable level of risk. The most common activities
aimed at reducing the probability and minimizing the effects of incidents related to the
security of industrial networks include:

e  Fragmentation of the industrial network—an activity based on the introduction or re-
introduction of the original fragmentation of the network which uses of sub-networks,
aimed at separating the set of business entity resources from access to the external
network or limiting unauthorized access to individual active elements in the network.

e Introducing roles using access levels for users; determining roles for network users
based on access levels adequate to the role played in the production plant. It makes
possible to separate potentially dangerous units in the industrial network from acci-
dental or intentional and unauthorized access to network resources.

e Updating of communication protocols. This problem mainly concerns production
plants based on obsolete technologies, created mainly for trouble-free use while
disregarding safety issues. The process of updating and replacing communication
protocols usually requires considerable financial outlays, as in most cases it requires
reconstruction of the network and hardware infrastructure.

e Upgrading hardware software of network systems. After worms and viruses are
discovered, network hardware manufacturers most often patch system software.
Updating this software in equipment operating in an industrial network is one of the
most important elements reducing the risk of a hacker attack; however, according to a
CyberX report [70], it is the most often overlooked.

e  Exchange of technological solutions introducing high risks related to cybersecurity.
As in the case of updating protocols, reconstruction of the network infrastructure and
removal of technologically obsolete elements may be the only method to improve the
level of security.

2.6. Risk Monitoring and Reporting

Each aspect of risk should be verified, and the risk analysis procedure must be repeated
periodically due to the possibility of new threats arising over time with a real impact on the
risk value. The risk monitoring process is aimed at preventing new, potentially dangerous
situations that are related to the security of industrial networks. Depending on the internal
arrangements of the economic unit, it is necessary to periodically monitor the security of
the industrial network. This period should not be more than 24 months from the original
risk analysis and not more than 12 months from the supplementary risk analysis in order
to ensure the relative level of safety and the timeliness of the solutions applied [68].

Reporting is the next step to properly manage the risk. Unlike risk monitoring,
which is a periodical process, reporting on potentially dangerous situations is an ongoing
process. Effective reporting on new potentially dangerous situations is possible through
the use of an internal warning system in the form of logs related to the industrial network
cybersecurity. In addition, it is worthy to analyze the reports generated by information and
communication (ICT) service providers and key service operators in order to identify threats
that have a real impact on ensuring data integrity, confidentiality and compliance. Effective
reporting and its appropriate analysis by a dedicated team allows for quick response to
network incidents, which ultimately leads to an increase in the level of network security.

3. Risk Sources in OT Systems

In order to study the potentially dangerous parts of the networked industrial control
systems, a detailed threat analysis is necessary by auditing the network infrastructure
and malware that takes advantage of the weaknesses of these systems. Based on such an
analysis, it is possible to define actions aimed at introducing a higher level of cybersecurity.
The study of the places in industrial systems requiring the most urgent action is a very
complex issue that mostly relates to the specific network infrastructure. Nevertheless,
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three significant groups can be distinguished, which are of considerable importance in
determining and identifying the risk associated with hacker attacks.

The first of the studied groups is the risk introduced by the so-called human com-
ponent. The most common cause of attacks on industrial networks is an error related to
failure to maintain network hygiene or the deliberate action of one of the employees of
the company.

The second group considered during the analysis is the hardware of the network
systems themselves. This group of devices includes elements such as controllers, routers
and switches. When analyzing incidents and weaknesses related to network devices, it
is also necessary to analyze the security of communication protocols between various
elements in the network.

The last examined group of elements in the industrial supervision architectures is the
software of the network systems and security of the communication between devices as
well as defects in products offered by software producers that have a direct impact on the
whole system security.

The following sections will discuss some of the most important aspects of system
security with respect to the three groups mentioned above.

3.1. Human Component

People are introducing the broadest spectrum of industrial network cybersecurity
risks for both intentional and unconscious reasons [71]. Computer networks are based on
advanced technologies, but human error is one of the most common reasons for success-
ful attacks by cybercriminals. According to the Data Breach Investigations Report 2020
(DBIR) [72] commissioned by Verizon, as much as 75% of data leaks due to the human
factor were unconscious error of an employee, and 25% was the deliberate action of a
person working in an industrial unit. Intentional data leaks caused by internal workers are
much more dangerous and much harder to counteract against industrial systems due to the
fact that awareness and knowledge of the production process is a key element of disguising
the source of the threat. The methods and causes that most often threaten the security of
data and industrial networks through unintentional human fault include phishing [73-75],
cyber-physical attacks [76-78], low password strength and their duplication for private
and corporate purposes [79]. This is why the cybersecurity trainings and rising awareness
is one of the key aspects of eliminating the human component in risk sources [80].

Phishing is a method of acquiring data or sensitive information by impersonating
another institution or organization. Most often, this type of attack is carried out by means
of a message with a link to a fake page, resembling the original, on which the user enters the
password and login. One can also distinguish another type of fraud through messages in
which the fraudster impersonates a person with a higher degree in the enterprise in order to
obtain data related to a specific production process. The term “whailing” is used to define
extortion attempts against employees of the management board or higher-empowered
groups exercising control over an economic unit.

Cyber-physical attacks are mainly based on threats to an employee who is ultimately to
meet the demands of the scammer. The most common case of sending threatening messages
together with requests for specific actions is a faulty employee mail filtering system.

Employee passwords and their proper management are a significant element of the
security of industrial networks in the context of the human factor. The DBIR report clearly
states that the main problem is the duplication of passwords by employees on private job
portals, which makes the employee passwords available to hackers in the event of a data
leak from one portal. In addition, the report highlights the wrong selection of the password
level, indicating duplication of the login in the password field or entering the simplest
combinations of numbers and digits.
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3.2. Network System Hardware

Network devices are all devices that are connected to the industrial network to per-
form different tasks in the control system hierarchy (Figure 2). For the basic network
infrastructure, one can distinguish active network elements (controllers, routers, switches,
access points and servers) and passive elements such as signal cables and patch panels.
Passive devices are units or network elements that carry the signal without processing;
therefore, they do not pose a threat to the entire industrial network.

Detectors, Sensors, Reguilators, Controllers, SCADA Servers and Clients, MES Workstations,

Application ‘ Actuators, PLCs, PACSs, HMTs, MRP/ERP Workstations
area
Data networks
(Data Bus)
Sa Local area
E - networks
(o] .
Ss (Field Bus) ' profiNet, Modbus TCPIUDP
Fieldbus Ethernet TCP/IP
(Device Bus) FTP,HTTP...
- Sensors actuators FIPWAY, Profibus FMS,
_g % (Sensor Bus) FieldBus Foundation
*E = Modbus, Modbus Plus, Profibus-DP
8 £ CANopen, DeviceNet, Interbus
FIPIO, AS-i, Bitbus Architecture
-
Simple Sophisticated

Figure 2. Location of the main industrial networks and buses—the areas of application overlap.

As active devices having a direct connection with the technical infrastructure of the
plant (machines and devices on production lines), the most vulnerable to hacking attacks
are programmable controllers and computers.

3.2.1. Security of the PLC Connection—Importance of the Network Architecture

The basic and one of the most overlooked threats in terms of the security of industrial
networks is the connection between the PLC and the PC. This is an important topic
for companies that have extensive networks of controllers located all over the factory.
According to the CyberX report from 2019, based on the analysis of over 850 industrial
networks, as many as 16% of manufacturing companies have wireless access points [70]. It
often happens that the PLC is out of the reach of a qualified employee when diagnosing
the cause of a failure in a program or when it is willing to modify its logic. Thus, many
companies decide to use a wireless network for controller connection in order to carry out
the required actions.

This solution is dangerous to the production process due to the lack of the PLC-level
authentication for a person introducing changes in the logic of the controller. Even if
the company uses password protection it is still of a basic level. In addition, poorly or
incorrectly configured access points provide a large field for attacks via all types of devices
equipped with a WiFi module. Access points equipped with gateways or advanced routers
can also pose a risk to the enterprise. Such devices can be used by a complex data filtration
software to intercept frames of popular protocols such as Modbus or ProfiNet, network
mapping, or even establish a network redirection.

The connection of PLC controllers into one network with the general pool of IP
addresses of all employees is also a significant threat. Such an architecture facilitates certain
types of attacks, e.g., based on forcing outputs. The abovementioned CyberX report also
shows that over 84% of the surveyed industrial networks have at least one external device
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that allows remote connection to an internal industrial network. Thus, these enterprises for
their own needs use access methods that reduce the security of the industrial network.

3.2.2. Routers, Access Points and Switches

Thanks to devices such as routers or switches, it is possible for machines to commu-
nicate with each other and connect them to a remote-control network. The task of these
active network elements is primarily to ensure uninterrupted communication without
data loss. The basic task facing industrial-grade equipment in the context of network
security is verification of the person or device connecting. Appropriate verification and
ensuring good network user authorization can significantly reduce the possibility of a MIM
(Man in the Middle) attack. Appropriate verification can be performed by checking the
hardware address of the device’s network card, logging the user into the network and
showing a special certificate during the connection. The most effective are methods that use
combinations of authentication to join an industrial network. In addition, the appropriate
use of routers and switches allows for network fragmentation, which makes it much more
difficult for malware to search for devices during network mapping. It is also important to
choose the right device depending on the size and degree of expansion of the corporate
network so as to ensure uninterrupted data transmission with a stream of appropriate
bandwidth. Routers and access points are the first network element to directly influence
corporate cybersecurity attacks. Properly configured switches can significantly improve
this security.

3.2.3. PLC Controllers

PLC controllers are one of the basic elements building industrial networks. They
are electronic devices equipped with a microprocessor, designed to control the operation
of a machine or technological device. A PLC controller is most often equipped with an
appropriate number and type of input systems, the task of which is to collect information
about the state of the object and operator’s requests, as well as an appropriate number and
type of output systems, whose task is to set the connected actuators and signaling elements
or to handle data transmission.

The controller is adapted to a specific control task by means of the introduced operat-
ing algorithm, the main feature of which is the cyclicality of the program execution. At
the beginning of each cycle, the controller downloads the input states and writes the value
data to the appropriate registers in the memory. After executing all the commands and
calculating the current state of the outputs, the controller transfers these states to the mem-
ory registers responsible for the controller outputs. Companies producing programmable
controllers usually provide a programming environment that allows to write applications
in one or more programming languages. These languages are usually a more or less precise
implementation of the recommendations of IEC 61131-3.

As a network device, a PLC can be equipped with a module of data exchanging via
the network with other controllers, and receiving or sending information to other devices
active in the industrial network. With the knowledge of the structure and the basics of the
operation of the PLC controller in a given process control system, it is possible to determine
the conditions under which a given controller is connected to the industrial network. This
is one of the key steps to identify locations vulnerable to cybersecurity attacks in a given
industrial network.

Many people dealing with the security of industrial networks do not realize that the
process control system is not completely isolated from the connection to the global network
or assume that the risk of infection is negligible. It is true that ordinary computer viruses
do not interact in any way with PLCs, but cybersecurity events suggest that controllers,
such as SCADA systems, are at risk of being hacked even when isolated from the main
industrial network with access to the global network.

In 2000, in Queensland, Australia, one of the former employees of a sewage treatment
plant, using a computer, radio and commercially available software, took control of the
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waste management system [81] for two months. His activity resulted in the release of
over 800,000 L of untreated sewage into the environment. Another example confirming
the importance of PLC security in industrial networks happened at the Davis-Besse nu-
clear power plant in Ohio, where in 2003 internal security was penetrated by malicious
software [82]. As a result of this hacking attack, two important monitoring systems were
disabled for almost 15 h. This type of accident in a nuclear power plant is particularly
dangerous for human life, and it happened despite the strict rules established by federal
law in the United States. In spite of the potentially serious risk of these cases, they were
classified as a low-risk group, until 2010. The Stuxnet computer worm, the first known
worm used to spy on and reprogram industrial installations has been identified and the
topic of cybersecurity of industrial networks has been seriously dealt by PLC manufac-
turing companies and those responsible for network security. Despite its detectability in
well-secured industrial networks, Stuxnet poses a serious threat as it opens the way for
potential hackers to create new malware from its code to rebuild the algorithm in PLCs.
Since 2010, many PLC manufacturers, such as Hitachi, Mitsubishi, Panasonic, Samsung
and Siemens, have been working with antivirus software vendors (such as Kaspersky or
Symantec) to find solutions to gaps and inefficiencies in PLC systems.

PLCs have been regularly used to build process control systems for over 40 years,
but the concept of cyber-attacks and the steps to reduce them have been the subject of
research for a relatively short time. Due to their susceptibility to hacking attacks, PLCs
should be treated as ordinary personal or process computers. However, since the target
of such attacks is the output of a physical process, the defined safety margins should be
significantly increased. Below are some examples of ways to break security in installations
based on PLCs:

Security of Communication Protocols

PLC controllers use different transmission protocols to communicate between field de-
vices such as inverters, sensors or even devices for programming the controllers themselves
in industrial networks. The most commonly used transmission protocols are MODBUS,
Ethernet/IP, Profibus, DNP 317 and ISO-TSAP. These protocols offer efficient communica-
tion but were not designed to ensure transmission security in industrial systems because
while developed, this problem was not considered to be an issue.

For this reason, the above data transmission methods do not ensure confidentiality and
authentication, and in turn make the entire network vulnerable to various types of attacks.

Logic-Bypass Attack

Usually a PLC is equipped with two random access memory known as main and
register memory. The main memory is used to store data of the program being executed,
while the register memory is used as a temporary memory by the currently executing
logic [83]. Despite the fact that the register memory is a temporary memory, it must contain
some important variables that influence this logic. In general, from the level of computers
located in the industrial network of the plant, there are no restrictions on access to the
memory of PLC registers and on the free execution of read and write operations in this
memory area. Therefore, it is enough to assume that a potential attacker has the ability
to gain access to one device on the network and introduce a worm into the system, the
purpose of which will be to enter random values into the PLC’s registers. Since, as a result
of the operation of such a worm, the register memory values will change, the parameters
related to the operation of the logical part of the program may also change. Eventually, the
logic, when executing the algorithm, will set a new value for the outputs based on random
changes written to the registers, which can cause unpredictable results.

The Attack Based on the Output Forcing

The basic principle of PLC operation is to execute a specific program algorithm using
the state of the inputs, and then, after completing all steps in the cycle, to update the outputs.
Typically, for industrial systems based on a supervisory system (SCADA, HMI), PLCs have
the function of a forced output setting. This allows the operator of the production process
to remotely change the outputs of the control system despite the results of the control
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algorithm, which can be achieved by direct connection to the PLC via an industrial network
or by direct connection via the controller transmission port.

The process of forcing the output does not have any authorization verification mecha-
nism, so virtually every person with access to the network where the controller is located
can use this function. PLC outputs can affect the physical behavior of the process automa-
tion components, such as valves, switches, motors, etc. A person who wants to use this
method does not need to have a lot of knowledge about the logic of the program. Consid-
ering the possibilities and the ease of carrying out this type of attack, it is not difficult to
imagine the threat this poses to the production, plant and its employees.

LogicLocker

LogicLocker is a ransomware worm (ransom + software) that can hijack many PLCs
from various popular manufacturers. The program is designed to bypass weak authentication
mechanisms in PLCs. It blocks users while placing a “logic bomb” (a piece of code inserted
into software to activate a malicious function under certain conditions) in the controller code.
The attack method used in LogicLocker consists of five steps, as described below.

1.  Theinitial infection usually takes place by taking advantage of security vulnerabilities.
Since devices in industrial networks are typically always-on state, cybercriminals
have enough time to break into a PLC, and controllers generally do not have strong
authentication mechanisms that can help protect against a potential attack. The initial
infection can take place when the user clicks on a malicious e-mail attachment or
when visiting a crafted website.

2. After the initial infection, you can move horizontally (within the same OT subnetwork
as presented in Figure 3a) or vertical (when switching between OT networks or from
IT to OT networks as presented on the Figure 3b) to the PLC, which depends largely
on how the controller is connected.

3. Inthe next step, the attacker blocks legitimate users to make system recovery difficult or
impossible (e.g., by changing the password, overusing PLC resources, or changing the IP
address of the controller). Different locking methods allow different degrees of success.

4.  Inthe next stage, preparation for negotiations takes place, which consists of hiding
the place of broadcasting the information. For this purpose, encryption or built-in
functions of some controllers are used, e.g., the ability to send e-mails via a PLC.

5. Finally, negotiations are conducted between the cybercriminal and the victim in order
to restore the correct operation of the system [84].
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Figure 3. Two types of attack: (a) horizontal—between devices of the same subnetwork; (b) vertical—through subnets.
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Attacks that Exploit the Weaknesses of the ISO-TSAP Protocol

Siemens Simatic S7 controllers are a group of controllers particularly exposed to hack-
ing attacks and the use of their weaknesses due to their widespread use in industry and the
use of the PROFINET network standard based on the modification of Industrial Ethernet.

Simatic TIA and Step 7 Engineering are used to program these controllers, and the
communication between the software and PLC is based on the ISO-TSAP protocol standard.
This protocol provides no encryption of the data exchanged between the PLC and the
computer, which means that all data are transferred in clear text. The following are
examples of attacks that exploit the weaknesses of the ISO-TSAP protocol:

e  Response attack. The main assumption of this attack method is that the cybercriminal
has the ability to intercept certain information or data and then use that data to later
compromise the system. When analyzing the data transferred between the Step 7
software and the Simatic S7 controller, it is possible to distinguish certain elements of
the frame that allow the analysis of the program logic, and even the physical process
controlled by the PLC. The use of listening by an attacker may lead to the complete
acquisition of data and analyze it, and then use this data to create its own command
line sent to the controller.

e  MIM attack (Man in the Middle). A weakness of communication using the ISO-TSAP
protocol is the fact that the attacker has the ability to track the data stream between
the PLC and the Step 7 software. Thus, the cybercriminal has the ability to collect a
complete set of data exchanged between the software and the controller without being
able to detect this fact. Information obtained in this way may significantly influence
further attacks or lead to the exchange of erroneous data.

e Attack with authorization bypass. In some special cases, access to PLC may be
password protected, but this is not a particularly popular practice in the industry due
to the general belief that the industrial network is isolated from the global network.
However, despite the password protection of the PLC controller, the cybercriminal
has the possibility to bypass the verification due to the lack of any security of the ISO-
TSAP communication protocol. So, if the attacker obtains an authorization package
in the form of an encrypted password and login during a MIM attack, he may later
use the same package when trying to authorize with the controller. In this case, the
cybercriminal can easily use even the authorization data of another authorized user.
In spite of the application and implementation of a user verification system with a
password, it is not a method that gives real security effects.

PLC-Blaster

PLC-Blaster is a computer worm that was created to confirm the weakness of Siemens
S7 drivers by a group of Black Hat hackers in 2016 [85]. This malware is special due
to the fact that it does not require an additional PC to run. The system is infected by
impersonating the worm as software for programming Siemens TIA-Portal controllers.
Placed in one controller, the worm scans the network for other Siemens S7 PLCs that it
could infect. Siemens Simatic controllers can be recognized by PLC-Blaster via port 102/tcp.
No other service commonly used in industry uses this port, and its blocking is only possible
through an external firewall. With each infection, the worm starts another scan for more
PLCs from the freshly infected device. The worm executes along with the control program
instructions through a function block added to the controller’s memory. Overwriting
the infected function block by the user removes the worm from a single controller in the
industrial network. As a result of controller infection, PLC-Blaster can take control of the
I/0 system, modify the register memory and also perform shutdown or restart operations.

3.3. Software in Network Systems

The software of network systems is another element that has a significant impact on
the security of industrial networks. When analyzing this issue, one should focus mainly
on elements such as production process supervision systems, network operating systems
and software managing active elements in industrial networks. According to the data
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presented in the SANS report [86], as many as 4 out of 5 elements having the greatest
impact on security are closely related to the subject of network systems software. The
greatest doubts of people working on securing industrial networks are raised by the
topic of secure connection with remote process control systems. There are several aspects
of this, but undeniably the most important is the presence of viruses masquerading as
supervision systems, such as Stuxnet, to manipulate variables in a PLC program and track
the production process as a whole.

3.3.1. SCADA Systems

Supervisory Control and Data Acquisition (SCADA) are IT systems aimed at super-
vising the course of the technological or production process. The specific functions of the
production process supervision systems include collecting current data from measuring
elements, visualizing data, controlling the production process, alerting errors or deviations
as well as data archiving using comprehensive databases. SCADA systems play a superior
role in relation to the PLC controllers and other devices directly influencing the production
process. PLCs either collect information directly from sensors or use devices that collect
such data. Thus, via the controller, the data go to a computer system such as SCADA,
where it is processed, visualized and archived. Process control system operators can set
process parameters and often control the process in manual or emergency mode. It is
also worth noting that SCADA systems are scalable and can process thousands of input
variables, depending on the complexity and scope of the technology. Industrial supervision,
control and data acquisition systems can communicate with the control layer devices via
special industrial buses or networks in standards such as RS-232, RS-485, CAN or Profibus.
However, more often, due to lower costs, classic computer networks based on Ethernet
are used.

As in the case of PLC controllers (Section 3.2.3), one of the weakest points in SCADA
are the protocols used for communication between individual system components. Their
choice in the case of communication between the controller and the SCADA system depends
mainly on the choice of the controller manufacturer and the possibilities offered. Designers
of non-dedicated SCADA systems most often provide a full range of connection options
and data acquisition from the controller. Communication protocols such as Modbus or
Profinet significantly facilitate the software of data transmission and reception; however,
they do not provide sufficient security for such a connection in order to minimize the
risk of a cyber-attack. By taking advantage of weaknesses, such as the lack of a properly
complex authentication system, the lack of a unique key for communication or ensuring
confidentiality and data integrity control, a hacker attack may damage or cause malfunction
of the SCADA system.

The following are some examples of programs used to launch attacks: worms, viruses
and Trojans:

Stuxnet

Stuxnet is a Windows-based computer worm that mainly targets devices using the
Siemens WinCC SCADA system. It was detected in 2010 for the first time, and it is
the first known worm used to spy on and make changes to the software of industrial
installations. According to an independent Symantec report [87], Stuxnet is one of the
most comprehensive cybersecurity threats facing industrial automation networks today.
The Stuxnet worm mainly selects specific control systems related to services essential
for the operation of the state (e.g., gas pipeline networks and power plants). The main
purpose of this malware is to sabotage the production process by making changes in the
PLC algorithms and hiding these changes from the SCADA system. Stuxnet has been
used most widely in Iran, and despite its discovery in 2010, there are indications that
the worm may have existed more than a year earlier and would have been undetected
for that period of time. The complexity of the threat posed by Stuxnet has significantly
influenced the perception of cybersecurity of industrial systems. Despite the fact that this
worm mainly targets networks based on Siemens controllers, it is not difficult to imagine
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its modifications aimed at infecting third-party controllers or other industrial automation
equipment in general.

Industroyer

Industroyer is a malware of the framework, which is considered to be the main tool
used during the attack on a Ukrainian power plant in 2016. As a result of this attack,
approximately one million people were deprived of electricity for six hours. Industroyer is
the first known software designed specifically to attack power plant networks. The analysis
of this malware allows conclusions to be drawn regarding the security of communication
protocols compliant with the standards. It should be stressed, however, that it is the
weaknesses of the outdated SCADA system that allow the use of this framework. This
is because, in the first place, it is the control and data acquisition system that allows
unsecured access to freely manipulate the process data along with all the information about
the devices connected in the industrial network.

Havex

Havex is a Trojan-type malware whose main purpose is to steal information about
the production process and transfer it to the server acting as the remote access point of
the attacker [88]. It was discovered in 2013 as part of an anti-spyware campaign. Its reach
probably included thousands of industrial infrastructure facilities, especially in Europe
and the United States. Once installed, Havex scanned the industrial network for any
supervisory control and data collection (SCADA) devices. Then, using the OPC standard
(OLE for Process Control), which is a universal communication protocol in industry, it
sent to the command server data such as the program identifier, OPC standard version,
information about the supplier, operation status as well as bandwidth and the name of
the SCADA server. Havex was a tool designed to gather intelligence about the state of the
production process and its technical details. It was used only for espionage, but the data
obtained with it were probably intended to develop potential attacks on specific targets or
entire industries.

3.3.2. Cloud SCADA Systems

SCADA systems in the cloud are an increasingly popular option when implementing
new solutions in the industry. They can offer a reliable and secure approach to control, and
resources and employees can be supplemented by remote support, continuous monitoring
and automatic updates that are provided by the service. Design of communication between
the systems is similar to the solutions in earlier SCADA systems; however, the matter is
different if the cybersecurity of such systems is concerned. The problem of cybersecurity is
crucial when approaching any of the implementations as the number of threats to industrial
control systems is constantly increasing. In SCADA systems based on cloud operations,
cybersecurity measures are very often ignored or applied inappropriately to the problem.
Unsecured connections via satellite, radio communication or even network infrastructure
give hackers the opportunity to target even distant objects.

3.3.3. HMI

Human-Machine Interface (HMI) is an industrial interface between a machine or
process and the operator. By using the HMI, it is possible to influence the course of the
process and its control in a more friendly environment than the set of PLC registers. Modern
operator panels can be remotely controlled. They are also equipped with software and
touch screens, which greatly facilitates the exchange of information at the human-machine
level. The task of the HMI is to provide the operator with up-to-date, real information
in a form that allows to make the best decision at a given moment of machine operation.
The SCADA system is more complex and has a more extensive visualization of the entire
process compared to HMI panels. The HMI panel is usually used for communication with
individual devices. The SCADA system collects data from all devices that have a significant
impact on the process and visualizes this data in one place, creating a comprehensive
collection of all available information about the process.
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The most important threats considered in the context of HMI is authorization man-
agement. Often, different levels of access are created on the machines, depending on the
operator’s rights, in order to protect against unauthorized changes to the parameters of the
production process. According to the SANS report, in 89% of cases, such separation takes
place using a different level of passwords [86]. However, providers of equipment and the
environment that allows the creation of HMIs most often save passwords in the memory
registers of operator panels, which are not secured by any encryption method or simply
force the storage of passwords in the memory of the PLC controller, and thus handling the
authorization request from its level. Assuming that the operator panel communicates with
the PLC using one of the known communication standards (e.g., Ethernet), it is not difficult
to imagine a way to carry out an attack using the data obtained through the MIM listening
device. In addition, it is worth considering the case in which SCADA has full access to the
operator panel registers in accordance with the priority of its control, which may lead to
distributed hacking attacks on the level of the entire industrial network system.

Another source of problems related to HMIs is the lack of an encrypted connection with
the controllers, which is most often based on data transmission protocols used according to
industrial standards. This is because software producers strive to standardize the services
offered in order to ensure compatibility with as many devices and external programs as
possible. The use of this type of unsecured connection allows to carry out successful MIM
attacks and simulate the operation of any of the elements by transmitting a previously
modified intercepted communication frame.

According to the report prepared by TrendMicro [89], as much as 20% of the identified
threats from HMI refer to the lack of security in the operator panels’ memory and software.
Often the way the memory is built in the operator panels forces the integrators team to
implement the simplest memory management mechanisms, defined by the programming
environment offered by the manufacturer. The main element to consider when designing
HMI is the method of securing the code and security related to reading and writing data
that go beyond the defined range.

3.3.4. Other Software in Computers and Servers

The amount of data processed and the level of advancement of applications necessary
for the proper management of production in modern industrial plants can overwhelm even
the most efficient computers. Therefore, industrial servers are used to handle tasks that re-
quire enormous computing power. Among the active elements in the network, we can also
distinguish process computers, aimed to control the process parameters through dedicated
applications (process interface) that support many different hardware environments. The
issue of using PCs as elements of an industrial network is also important. The hardware
of this type of equipment is of little importance from the point of view of cybersecurity.
However, the greatest attention should be paid to the issue of operating systems and appli-
cations running on these systems. The most commonly used computer operating systems
in industry are the Windows family and real-time systems. This is mainly caused by the
requirements of SCADA, ERP or MES software producers. The popularity of Windows
systems is, however, associated with the widespread information about their weaknesses
and translates into the number of tools available to carry out hacker attacks.

Several important aspects related to the security of computers and servers in industrial
networks are listed below:

Firewalls

The term inherent in the cybersecurity of industrial network software is a firewall.
It acts as a combination of hardware and software protection of the internal network
against external access (public networks and the Internet). Its task is also to protect against
unauthorized outflow of data from the local network to the outside. The role of a firewall
can be played by a specially designed device with appropriate software or the software
itself located on access points equipped with a data packet management system. The
most frequently used protection techniques in a firewall is packet filtering consisting in
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checking their origin and managing the system of their acceptance, using algorithms
for the purposes of user identification and securing programs that support certain data
transmission protocols.

An important function of a firewall from the cybersecurity of industrial networks
point of view is the network traffic monitoring and events logging. This enables authorized
persons to make early changes to the firewall configuration and makes it much easier
during the risk monitoring phase. The firewall also allows to define a zone of limited
trust, and thus create a subnet that isolates local servers providing services from the
internal network.

Industrial versions of firewalls can protect the industrial network against unauthorized
access by filtering IP addresses, MAC addresses, ports dedicated to specific industrial
protocols as well as monitor the correctness of the frame structure of a given protocol.
However, they will not protect against data modification in a properly built frame, when it
is secured only with a checksum with a well-known algorithm.

Up-to-Date Software

According to the CyberX report, as many as 53% of manufacturing companies still use
Windows XP [70]. Lack of support for Windows XP as well as other outdated operating
systems means a significant risk of hacking attacks due to the lack of further patches to
prevent this type of activity. Analyzing the source code of the malware Stuxnet, it was
noticed that it mainly exploited the flaws of the Windows system in order to reproduce
itself on other devices.

However, the problem of keeping operating systems up-to-date on PCs is complex
because it depends mainly on the compatibility of the software provided by the manu-
facturer of the process automation equipment (allowing the creation/modification of the
program). In order to update the operating system, it is necessary to verify whether the
program under the given license can run on the new version of the system.

The problem of up-to-date software related to servers concerns mainly the classic con-
struction of an industrial control network, based on a server located inside the plant (in the
local communication network). Cloud-based information-processing systems usually offer
the latest technological solutions related to the software of their web servers. Nevertheless,
outdated software of industrial servers affects the cybersecurity of internal networks in a
similar way as the up-to-date software of PCs operating with the use of this network. A
significant amount of malware is contained in devkit for network systems based on old
Windows Server systems.

Anti-Virus Software

The basic tool for protection against malware on PCs is antivirus software. The vast
majority of successfully carried out hacking attacks related to industrial networks began
by infecting a PC resulting from opening an infected attachment in an e-mail or visiting a
properly prepared website [72]. Despite this, as many as 57% of production units do not
have anti-virus software in their security system [70]. Additionally, as the CyberX report
shows, as many as 67% of companies with antivirus software have exclusive automatic
updates of the malware database.

Due to the dynamic cooperation of software producers with the management and
reporting units on potentially dangerous situations established under the NIS Directive,
fear of being up-to-date with the list of threats has become a much simpler task and one of
the most important elements of cybersecurity.

Flame

Flame is a complex malware discovered in 2012 by Kaspersky Lab [90]. It is char-
acterized by a combination of several elements to be classified in the group of Trojan
viruses, viruses bypassing authorization and computer worms. Source code analysis of this
malware revealed links to the Stuxnet virus. As with Stuxnet, this malware was discovered
in the Middle East and this region was the main target of the attacks. The principle of
operation of this malware turned out to be a collision attack, which consisted of generating
two different strings of characters, which after processing give the same checksum on
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the output. Thanks to this, Flame was able to forge and use Microsoft Windows Update
certificates to sign its code. The analysis of this malware showed that it ran for 5 years
and the complete source code consisted of almost 20 different modules and took up 20 MB.
Unlike Stuxnet, Flame was only used for comprehensive data stealing from business units
in the Middle East.

Duqu

Dugqu is a backdoor [91] malware whose main purpose is to collect information from
the infected Windows operating system and forward it to the server managing the attack.
It was discovered in 2011, and its source code indicates a close link to the Stuxnet worm.
The main targets of the attack were, as in the case of Stuxnet and Flame, the countries
of the Middle East. Duqu did not attack SCADA systems and PLCs as was the case of
Stuxnet worm. However, this tool was designed only to launch a hacker attack targeting
industrial systems, and its purpose was not to sabotage but to steal data from computers.
Duqu collected data in the form of screenshots and sent it in encrypted transmission to a
remote server. An interesting aspect of the operation is the fact that it is not detectable by
antiviruses because Duqu was attacking through ring0; so, at the level of the operating
system kernel (to which antivirus software simply cannot access). The first infection
probably took place as a result of opening an infected email attachment. Duqu is only set
to run for 36 days and then automatically removes itself from the system.

4. Where Most Urgent Actions Are Required in Industrial Control Network Systems?
4.1. Higher Security Standards in Communication Protocols

From the point of view of industrial networks, the weakest point is industrial commu-
nication protocols. This is mainly due to the security of the entire network infrastructure
was not taken into account when creating the standards. Thus, the use of solutions based
on the industrial Ethernet protocol does not always ensure data integrity, confidentiality
and authentication. By exploiting the weaknesses of communication protocols, an attacker
can carry out many successful attacks using techniques such as Man in the Middle or
forcing outputs with simulating a SCADA response. During the analysis of the majority of
the risks it is industrial data transmission methods were the most vulnerable point. Despite
the facilitation, which is undoubtedly the use of standard communication protocols, people
involved in the creation of machines should pay particular attention to the chosen methods
of data transmission between subsequent elements in the industrial network. This is mainly
because retrofitting to reduce the risk can simply be too costly.

One way to “strengthen” the security of industrial protocols is to transmit some
redundant data that are checksums for the actual data. The algorithm for calculating the
checksum could be embedded in the form of a permanent code on the side of the devices
involved in the communication for the purpose of encoding, decoding and verifying the
data. The resulting data packet would be difficult to interpret and replace, and the use of
random values would not be accepted by the receiving device because the control criterion
was not met.

4.2. Improvements in the Industrial Network Architecture

The second place that influences the risk of a successful hacker attack in industrial
network systems is the network topology. When analyzing the operation of computer
worms such as LogicLocker or Stuxnet, it is possible to clearly determine which weaknesses
of the industrial network topology were used to carry out an effective attack. In addition,
as reports related to the cybersecurity of industrial networks indicate, there is no concept of
complete separation of industrial elements from the global network. According to a report
by CyberX [80], as many as 40% of industrial units have at least one direct connection to the
global network. Trends, on the other hand, show that the number of machine connections
to the network is constantly increasing, and this is closely related to the idea of Industry
4.0, which mainly assumes the integration of IT and OT in industry.
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During the analysis of the Stuxnet worm, it was indicated that the network topology
was used for cloning. The principle of LogicLocker’s operation was the ability to move
horizontally or vertically to the attacked PLC. It is also worth noting that cloud-distributed
SCADA systems, which by definition require full integration of industrial control equip-
ment with the network, are becoming more and more popular. Adequate protection of
data transmission protocols usually belongs to the manufacturer offering the technological
solution; however, there remains the issue of proper care for the security of the network
topology and the connected devices.

4.2.1. Division of the Industrial Network into Subnetworks

The first proposed solution related to the network topology is conscious and intelligent
division of the industrial network into subnets while isolating the control elements in the
production process. This is particularly important from the cybersecurity point of view
due to the physical limitation of access to the attack-sensitive elements in the internal
network. The proposed solution is largely based on the statistical data presented in the
analyzed reports during the study of places that affect the risk of a hacker attack. The
key to effective network division is the mapping of active devices and the creation of an
information flow diagram in a given network. On the basis of the obtained data, it is
possible to determine the parameters necessary for the correct configuration of the firewall.
For example, for systems of self-monitoring of the process, it is possible to block sending
feedback to the actuators.

The effective division of the industrial network is an important element for cybersecu-
rity due to the isolation of the production process from network access points not related
in any way to supervision or data acquisition from this process. This reduces the risk that
human error. At the same time, the production process, in order to ensure the maximum
level of safety, should be separated from the industrial network by means of the so-called
air barrier. This term refers to avoiding the connection of all controllers in the network, but
only those which are necessary for the proper supervision of the production process while
using the child connection of the rest of the controllers in the production line (using other
methods of data transmission between them). Such action reduces the visibility of the full
process in a hacker attack and protects part of the production line against the negative
effects of such an attack.

For external connections to an internal industrial network, it is possible to use en-
crypted connection using VPN. The main purpose of VPN is to ensure the exchange of
data between the external device and the internal network of the enterprise in such a way
that the nodes of this network remain invisible to the data packets transmitted in this way.
Thanks to the use of VPN, it is also possible to compress and encrypt the transmitted data
in order to ensure a higher level of security. It requires, however, correct configuration
of the service, performed according to the network topology and transmission protocols
used in it. Such a solution is also aimed at securing the access point to the network and
the element implementing the connection by hiding the transmission parameters from the
level of the global Internet network.

If remote access is necessary one of the safe solutions is the production server copy
using OPC technology, as proposed in Figure 4, with Siemens solutions. In this solution,
WebNavigator and/or DataMonitor Clients [92], accessed via a web browser, can be used
to control and monitor some aspects of the process. VPN and Firewall solutions applied as
described above also should be used to minimize and monitor the risks.
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Figure 4. Exemplary structure of the network with Siemens solutions for remote access.

4.2.2. Integrity Checking

The second way to reduce the risks arising from the network topology is to skillfully
use the transmitted data integrity checking. The proposed solution and its application to
the active elements were used to build the network. One way to control data integrity is to
transfer data in two ways with a later data comparison. The method involves using two
communication ports to send the same message with the verification of the compliance of
both messages on the final active element of the network that can perform this verification.
Such protection significantly excludes the possibility of distorting the transmitted data
during the communication process, thus limiting the possibility of a hacker attack consisting
of changing the data frame. The assumption of such a method of data control is mainly
based on an appropriate device capable of comparing the communication frame on two
ports, and thus is not fully universal. On the other hand, the verification can thus be carried
out, e.g., directly in the PLC controller into which the data (commands) are transferred.
However, this requires a greater effort on the part of the programmer.

Another way is to introduce multi-stage operation confirmation. The assumption of
this method is to execute a command from the level of a remote SCADA system requiring
confirmation from the machine operator by confirming the received and displayed parame-
ters on the HMI panel before rewriting them to the controller registers. Such a solution,
despite the simplicity of implementation, may negatively affect the time of entering settings.
For this reason, in order to implement this solution, close cooperation between the machine
operator and the SCADA system operator is necessary.

The last proposed way to maintain data integrity in the context of the entire industrial
network is to automate the process of creating copies of data. The issue of creating
automatic backups is particularly difficult with older driver models. Therefore, a holistic
approach is necessary, which—before the command is executed by the controller—allows
to download a set of register values and compares them with previously saved values.
This method of data storage may significantly affect the integrity of the data due to the
possibility of quick restoring the complete information to the registers taken over as a
result of a hacking attack. Such a solution works especially in systems where few values or
parameters of the process are changed, as it requires the creation of additional data areas.
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4.2.3. Monitoring of the Data Transmission Authorization

Monitoring the authorization of transmitted data is also one of the most important
concepts in the field of industrial networks cybersecurity. The presented solution aims
to limit unauthorized changes to data by introducing a system of authorizations and a
cascade system of data correctness confirmation. Effective and continuous monitoring
of authorization requires the creation of a central server that supports the operation of
network user verification, encryption and receiving encrypted connections. Connection to
the global network should be made only through the aforementioned server, which, based
on the provided login data, would use the pool of available sites for each group of users.

The main purpose of introducing a central authorization system is to secure commu-
nication between two access points that are elements of the process data exchange. This
is especially important in the case of data exchange between two SCADA systems that
supervise equivalent processes and require connection via the global network. In this case,
it is possible to create a header containing the authorization data of each of the systems
and then encrypt these data passing through the authorization server in question. Efficient
encryption of data based on a key and their authorization can be performed in many ways
using algorithms such as DES or SHA-3.

The cascade data validation system assumes verification both through a central au-
thorization system and a properly configured firewall. Such action is aimed to prevent
unwanted modification of transmitted data already within the industrial network. How-
ever, it should be remembered that user authorization systems usually cannot be used in
the case of older control systems and most independent measurement devices, due to the
lack of support from the central data authorization mechanism.

The advantage of introducing an authorization system is the ability to monitor network
activity and encrypt connections between access points in a given network. Logs from
such a system can be a good starting point when analyzing security during an audit.
Additionally, the creation of a central authorization server enables blocking of unwanted
connections with remote-control servers during attacks due to the lack of a unique key.

4.3. Control and Updating of the Software

The problem of software validity control seems to be particularly important due to
the growing awareness of device manufacturers and anti-virus application vendors. Since
the detection of the Stuxnet worm, the databases of malware in anti-virus applications
targeting industrial devices have grown steadily. Companies such as Symantec or Kasper-
sky LAB have established special units to identify and eliminate potential threats related
to cybersecurity of industrial networks. In addition, updates of subsequent versions of
the tools for programming controllers introduce new solutions aimed at reducing the risk.
Examples of worms such as Flame or Duqu also prove that it is equally important to
keep the operating system up-to-date on computers in the industrial network. Malicious
software used counterfeit Windows certificates or special system toolkits. Subsequent
updates of the operating system eliminated the exploited vulnerabilities. Therefore, it is
extremely important to have an up-to-date malware database in order to correctly and
quickly detect a threat. In the case of extensive industrial networks, however, this can be
quite a challenge for cybersecurity staff.

The proposed method of checking for up-to-date software simplifies and automates
this process by creating automatic scripts that allow to check the application version. The
scripts, along with the periodic execution command, should be implemented on each
computer in the internal industrial network. The obtained information should be sent
to the network administrator, aimed at performing the required updates. Automating
the process of collecting information about installed software versions can significantly
facilitate the work of determining which applications require updating, but the software
update should be carried out by persons with appropriate permissions. Improper execution
of this process (e.g., using infected software) may lead to an infection of the network (as
was the case with the spread of the Havex virus).
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4.4. Reduction of the Human Component

Most of the examples of successful (malicious) hacking attacks discussed here arose
due to human error. The most common initiation of an attack is opening an infected
attachment in an e-mail or downloading files from websites with a forged certificate.
Despite the fact that people’s awareness of cybersecurity is growing every year, the human
factor is still the main source of risk. Even the best-configured firewalls will not provide
adequate protection for a user who does not maintain basic computer hygiene related to
network resources. Many companies have a special policy related to access to the global
network from devices in the internal industrial network, but most often it comes down
to a pool of blocked sites, ports or services. Raising staff awareness of cybersecurity thus
remains one of the most important elements requiring the most urgent action.

The most effective method of raising staff awareness is organizing periodic training.
For new and unfamiliar users of the industrial network, it is a great way to learn about
the rules of the plant and learn the basic rules of hygiene in the network. Based on the
completed training and control tests, it is possible to define the permissions for a given
user (depending on his level of understanding of these issues).

The number of threats is constantly increasing, and therefore new security methods
and special rules are introduced to limit the possibility of infecting the local network. There-
fore, it is necessary to periodically organize supplementary and qualification-raising trainings.

5. Conclusions

The Industry 4.0 concept in its core assumptions takes good advantage of new, arising
technologies. It also aims to introduce in the manufacturing process some other tech-
nologies, well established in everyday life. Even if the stability, reliability and robustness
issues of such technologies are reaching industry standards, the cybersecurity of the new
solutions poses the greatest challenge of all. In some cases, it may be the main obstacle in
the transition to Industry 4.0 and usage of all its benefits. As described in this article, the
key issue is the proper analysis of the system vulnerabilities, knowledge about the external
and internal threats, responsible design of the system architecture and a dedicated risk
management plan. While this article was not intended to analyze and compare different
methods of risk assessment and mitigation, exemplary solutions discussed in the article can
indicate the way towards real transformation according to the fourth industrial revolution
standards. Even if the technological aspects of cybersecurity will be well adopted, raising
awareness and constant training among the employees at every corporate level can be of
key importance. Only if the above actions are well performed the true potential of the
Industry 4.0 idea can be achieved in a production entity.
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