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Abstract—The OPC UA XML Web Services Mapping offers a
web service interface to access process data. Web services use
XML technology for data exchange. Present-day web browsers
include XML functionality already as a standard feature, they
are therefore very promising candidates for the implementation
of monitoring and operating functions for industrial processes.
However, the acceptance of web services in industrial automation
depends on adequate security realizations. For this purpose, the
Web Services Security Stack provides several specifications to meet
the requirements for secure message exchange. The OPC UA XML
Web Services Mapping refers to these specifications.

The application of web browsers for monitoring and operating
of technical processes using OPC UA web services demand the
computation of cryptographic algorithms within the scripting
engine of the web browser. However, available scripting languages
are not designed to compute complex mathematical, i.e., crypto-
graphic, algorithms. Therefore, at the Institute of Automation of
the Technische Universitiit Dresden the suitability of a native web
browser for monitoring and operating of industrial processes with
OPC UA based secure communication was analyzed. The paper
shows representative measured computing times of cryptographic
algorithms in JavaScript. The security specification XML Signa-
ture — which is mandatory for OPC UA Web Services Mapping
— requires about 700ms to create a signature. Finally, the paper
discusses methods to improve the performance.

I. INTRODUCTION

EB services are increasingly accepted also in au-

tomation. Web service communication partners may
interact using XML based messages and the internet protocol
suite. First implementations of web services in automation
devices are already available [1], [2]. The application of web
services in automation includes XML based exchange of pro-
cess data. This offers new opportunities also for visualization
and control of automation systems. Current browsers already
include XML functionality as a standard feature. They are
therefore promising candidates as runtime environments for
visualization applications.

However, the benefits of web services, e.g. distributed and
dynamic architectures, with the possibility of establishing
communication relationships between multiple participants,
create potential security gaps. Therefore, web services require
security measures to guarantee security in connection with
accessibility, confidentiality, non-repudiation, and integrity of
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mission critical information at XML level: application layer
security is required. If web browsers are used for monitoring
and operating of industrial processes, security algorithms have
to be integrated into a web browser as applications at layer 7 of
the ISO/OSI reference model [3]. In this case, a standard web
browser must be able to execute sophisticated mathematical
security algorithms in real time.

At the Institute of Automation at Technische Universitdt
Dresden, the user interface language XVCML (eXtensible
Visualization Components Markup Language) for web based
monitoring and control of technical processes with XML based
data exchange is developed. First web based visualization
and control applications, e.g. of a process plant model, were
implemented with different web services such as OPC XML-
DA. Preparing for the communication with OPC UA Web
Services [4], the web browser has to be able to execute
XML Signature algorithms. For web browsers without any
additional plugins, security algorithms have to be implemented
with the scripting language JavaScript. However, because of
the performance of JavaScript a real time capability of such
solutions is not guaranteed. Therefore, at the Institute of
Automation appropriate algorithms were implemented and the
performance was tested. This paper presents first results.

This paper first is introduced with an overview of the
security objectives of industrial automation. The Web Services
Security Stack is introduced, and the technologies realizing
security objectives are explained. Then, the implementation of
XML Signature algorithms in JavaScript and their computation
times are presented. These will be compared against the com-
putation times of the implementation of WS Secure Conversa-
tion Language, also implemented in JavaScript. Concluding,
the results will be evaluated. Finally, a summary rounds up
this paper.

II. WEB SERVICES AND INFORMATION SECURITY

The NAMUR Worksheet NA 115 [5] and the VDI/VDE
guideline 2182 [6] define security objectives for industrial
automation. Both documents state that the specified security
objectives are in principle identical to those of classical
information technology (IT) systems. Referring to classical IT
systems, ISO/IEC 13335-1 [7] defines information security as
“all aspects related to defining, achieving, and maintaining”
the following generic security objectives.

Integrity ensures the accuracy and completeness of
assets.
Confidentiality guarantees that information is not made
available or disclosed to unauthorized in-
dividuals, entities, or processes.
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makes sure that resources or services are
accessible and usable on demand by an
authorized individual, entity, or process.
ensures that the identity of an individual,
entity, or process is the claimed one.

is the ability to prove that an action or an
event has taken place.

ensures that the action of an individual,
entity, or process can be linked to it.
requires the consistency of intended be-
havior and results.

Availability

Authenticity
Non-repudiation
Accountability

Reliability

The security objectives availability and reliability have to
be provided by the underlying infrastructure. For example, a
redundant system can achieve and maintain availability. Infor-
mation transfer does not have direct influence on these two
objectives, so they are not subject to security considerations
concerning the messages interchanged between a web service
and a web browser.

The message format of web services is defined on the
XML based message exchange paradigm SOAP [8]. The
SOAP message specification does not demand that messages
have to be transferred merely from the initial sender to the
ultimate receiver, but rather additional processing nodes can
be integrated into the message path. All involved nodes can
modify the SOAP messages. To comply with the security ob-
jectives non-repudiation and accountability, all modifications
have to be linked to the corresponding node. In terms of the
security objective of integrity, a node may not modify any data,
unnoticed by another node. At last, confidentiality requires that
information may not be disclosed to any unauthorized nodes.
Therefore, the implementation of the security objectives at the
message level — the application layer of the ISO/OSI reference
model — is necessary to meet the requirements of these security
objectives.

XML Security, with the two standards XML Signature [9]
and XML Encryption [10], is the key concept to meet the
required generic security objectives at the application layer.
Both standards describe an XML based notation to express
digital signatures or encrypted data within XML documents.
The Web Services Security specification [11] defines the ap-
proach to integrate XML Security into SOAP messages. This
forms the basis for higher level standards like Web Services
Secure Conversation Language [12] (WSSC), which provides
a mechanism to preserve a security context over multiple
message exchanges. Figure 1 shows the entire XML web
services stack. Also, it shows WSSC residing on top of the Web

WS Secure Conversation

[

WS Security WS Trust

XML Signature XML Encryption WS Addressing

I

HTTP or HTTPS (SSL/TLS)

Fig. 1. The XML web services stack [4]

Services Trust Language [13] (WS-Trust). WS-Trust defines
the procedure of creating and exchanging security tokens,
which are required for WSSC. The Web Services Addressing
specification [14] “provides transport-neutral mechanisms to
address Web services and messages” [14]. Therefore, WS-
Trust and WS-Adressing are required for WSSC. The security
extension Secure Sockets Layer [15] (SSL) of the underlying
transport protocol HTTP is out of the scope of security
considerations concerning the messages interchanged between
a web service and a web browser, because SSL is classified
as belonging to the transport layer of the ISO/OSI reference
model.

XML Encryption complies with the generic security ob-
jective confidentiality. However, XML Encryption only meets
the requirement to conceal information from unauthorized
individuals, entities, or processes. The security objective con-
fidentiality, though, also implies authorization. This means
that services or resources may not be used by unauthorized
individuals, entities, or processes. Access Control Lists' (ACL)
or the XML based access control language XACML? [16] meet
this requirement.

XML Signature meets the requirements of the objectives
integrity, non-repudiation, and authenticity. Based on authen-
ticity, XML Signature also implicitly meets the objectives
accountability and confidentiality.

According to [5], the security objectives availability and
integrity are the most important ones. Depending on a concrete
use case, e.g. for a transfer of mission critical process data,
also the security objective confidentiality can have the same
importance. Therefore, the new standard OPC UA requires
at least XML Signature as mandatory for the XML Web
Services Mapping [4] of the specified communication services.
Concerning the realization of the security aspects, the XML
Web Services Mapping of OPC UA only refers to the web
services security standards mentioned above.

Based on the aforementioned considerations, the suitability
of digital signatures for web-based process visualization will
be evaluated.

III. XML SIGNATURE

XML Signature [9] is a system to encode digital signatures
in an XML format. It uses the same established standards
and techniques of cryptography as usual digital signatures.
The basis of digital signatures is asymmetric cryptography.
In contrast to symmetric cryptography, an entity creates a key
pair. One of these keys, the public key, can safely be published.
With it, data can be encrypted, for only the private key to
decipher. The private key can also be used to generate digital
signatures, which can be verified using the public key.

The required steps to sign a message and to verify the
signature of this message by the communication partner using
digital signatures are as follows:

'On most operating systems, ACLs define which user can access which
files or services.

2The eXtensible Access Control Markup Language provides an XML dialect
to declare authorization policies and a processing model to evaluate the
intended access against the policies.
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1) Calculate the hash code® of the data to sign.

2) Encrypt the hash code using the private key. This ensures
the security objective of non-repudiation, because only
the signer knows the private key.

3) Attach the hash code and the encrypted hash code to the
message before transmitting it. Transmit the message.

4) The receiver of the message (and also of the hash
code as well as the encrypted hash code) first decrypts
the encrypted hash code with the public key of the
communication partner. If the decrypted hash code and
the plain hash code of the message are identical, then
the communication partner is the expected one (authen-
ticity). Otherwise, the message has to be discarded or
rejected, because of a potential attack.

5) The receiver calculates the hash code of the same data
and compares the two hash codes — the one received
with the message and the one calculated. If the hash
codes are identical, then the integrity of the message
has been proven. Otherwise, the data was modified
at the communication channel: the message has to be
discarded.

Summarizing, digital signatures meet the security objectives
integrity, authenticity, non-repudiation, and accountability.
Based on authenticity, digital signatures also comply with the
requirement confidentiality.

XML Signature implements the aforementioned procedure.
It defines the XML element Signature, shown in listing 1.

Listing 1. The structure of XML Signature [9]
<Signature ID?>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI? >
(<Transforms>) ?
<DigestMethod>
<DigestValue>
</Reference>) +
</SignedInfo>
<SignatureValue>
(<KeyInfo>)?
(<Object ID?>)x
</Signature>

The element SignedlInfo represents the data to be signed. Be-
fore the actual signature can be calculated, a canonicalization
algorithm has to be applied. This algorithm orders attributes
of elements alphabetically, and transforms indentation and
whitespace of the original XML document into a defined
format. Only in this way digital signatures can be applied
in the first place. The SignatureMethod element defines the
cryptographic algorithm used to sign the data. The Reference
element uses a URI to refer to the actual data to be signed.
It includes the hash code of the signed data, the DigestValue,
as well as the algorithm calculating it, the DigestMethod. The
entire element SignedInfo will be encrypted with the private

3A hash function or algorithm (e.g. Secure Hashing Algorithm 1,
SHA-1 [17]) generates a character string of constant length — the hash code,
or message digest — from an input of arbitrary length. These functions are
specially designed so that two different inputs will only very rarely generate
the same output. This property is called collision resistance.

key. The resulting cipher text is then written into the element
SignatureValue.

The WS Security [11] specification defines how to integrate
the Signature element of XML Signature into a SOAP message
header. However, WS Security does not limit the number of
Signature elements within a SOAP message [18]. Therefore,
it provides methods to sign different parts of a SOAP mes-
sage with different cryptographic keys, even using different
cryptographic algorithms on each part. Consequently, every
modification of a SOAP message can be indisputably linked to
the modifying individual, entity, or process. This fact makes
XML Signature the basis for meeting the requirements of a
secure SOAP message based communication.

The procedure mentioned above was adapted for native
web browsers, without any plugins. For this purpose, the
algorithms performing XML Signature have to be implemented
in JavaScript. This was done using an Open Source JavaScript
library [19]. In a test environment this solution interacted with
a web service based on Apache Axis 2 [20]. The web browser
is the initiating party — he has to create a request, which has to
be signed before transmitting it to the server (steps 1 through 3
in the enumeration listed above). When receiving the response
of the server, the web browser has to verify the signature (steps
4 and 5) before processing the integrated data.

Since the Signedinfo element usually has the same length,
in this case about 500 B, the processing time to encrypt this
XML based information was expected to be constant. The time
to calculate the hash sum, however, depends on the length
of the message. Due to these expectations, in a first step the
computation time to hash the data depending on the data length
was measured. Thereto, an open-source implementation [21]
of the SHA-1 algorithm was used. Table I shows the results
of this measurement for some representative data lengths.

TABLE 1
TIMES TO HASH DATA USING SHA-1

[ Data length [byte] | time [ms] ]

32 1

64 2
128 5
256 9
512 15
1,024 29
2,048 68
4,096 157
8,192 307
16,384 571
32,768 1222

The SHA-1 algorithm produces a hash sum of 160 bits
length, SHA-256 produces 256 bits, and SHA-512 512 bits.
Compared to the size of the entire SignedInfo element (500 B),
the length of these hash codes is negligible. Table II shows
the time needed to encrypt the SignedInfo element.

TABLE 1T
TIMES TO CREATE A SIGNATURE USING XML SIGNATURE

[ Operation [ time [ms] ]

729 |

[ Encrypt Signedinfo element with private key |
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For a typical communication relationship — create one
request message and process the resulting response — secured
by XML Signature, the web browser first has to create the
hash code of the data to be signed. The required computation
times depending on the data length are shown in table L.
Thereafter, the web browser has to integrate the hash code
into the Signedinfo element and encrypt this element using
the private key. The required time of this processing step is
shown in table II. Then the web browser transmits the message,
and has to wait for the response of the server. After receiving
the response the web browser first decrypts the signature —
which was encrypted by the server — using the public key of
the server. The required computing time is comparable with
the one shown in table II, due to the application of the same
methods. By now, the web browser verified the authenticity of
the originator of the message — if the decrypted hash code is
equal to the one received as plain text. To verify the integrity
of the received data, the web browser has to hash the according
data itself. The required times depending on the data length
to be hashed are shown in table I. Then the two hashes — the
one received by the message and the one self created — have
to be compared. If they are identical, then the integrity of the
signed data has been proven.

The required roundtrip times of a typical communication re-
lationship secured by XML Signature will be clarified through
the following equations. The acceptance of the resulting reac-
tion time depends on the rigidity of the time constraints.

time’r‘oundtrip timesign + ttmeserver + timeverify (D
hash data encrypt hash
. ——N— ——
timesign = 1ms...1s+ 729 ms 2)
decrypt hash hash data
. —— —_——~
timeyerify 729 ms +1ms...1ls 3)
timeroundtrip = 1,460 ms...3,458 ms + timeserver (4)

Summarizing, the realization of XML Signature with
JavaScript has been proven to work, although the processing
times of cryptographic algorithms are very time consuming.
This is due to the fact that most JavaScript runtime environ-
ments in web browsers are implemented as scripting engines,
and they are therefore not as fast as binaries of compiled
languages*. So, the achievement of real time capabilities
depends on the data length and on the requirements of the
monitored process.

Consequently, approaches to reduce the time needed to
create or to verify a digital signature in SOAP messages have
to be determined. On top of the web services security stack
(see Figure 1) the Web Services Secure Conversation Language
standard [12] promises to span a security context over multiple
message exchanges. This approach will be analyzed in the
following section.

IV. WEB SERVICES SECURE CONVERSATION

The Web Services Secure Conversation Language [12]
(WSSC) offers a comparable level of security and perfor-
mance to web service based applications on application layer

4JavaScript was originally intended to check whether web forms are
completely filled in, or to show marquees on a web page.

as SSL/TLS [15], [22] offers to HTTP [23] on transport
layer [18].

For this purpose, WSSCdefines methods to establish and
preserve a security context — a common state space — between
communication participants. All messages exchanged within
this security context belong to a particular conversation. WSSC
also allows to create and to use more efficient keys [12].
The application of more efficient keys does not necessarily
decrease the level of security. WSSC recommends to restrict
the validity of a key only to one message, whereby signature
and encryption employ a different key. The required steps to
create a security context and exchange messages within this
context using XML Signature are listed below, starting with
the participant initiating the conversation.

1) Create a security token. Send this token securely to all
intended participants using common asymmetric cryp-
tography. The procedure of creating and exchanging
security tokens is defined by the Web Services Trust
Language [13] (WS-Trust). This is a one-time operation
for each conversation.

2) Before sending a message, derive a key from this token.
If encryption is demanded, two keys are required, one
key to sign the message, and one key to encrypt it using
XML Encryption. For this purpose, use the Keyed-Hash
Message Authentication Code’ [24] (HMAC) algorithm,
which is based on a hash algorithm instantiated by a
secret key, e.g. a random number:

keYderivea = hmac(token, numberrandom) 5)

3) Create the hash code of the data to sign and put it into
the SignedInfo element specified by XML Signature (see
section III).

4) Encrypt the Signedinfo element using the derived key.
For this purpose, WSSC also uses the HMAC function
— now with the derived key as the secret:

signature = hmac(signedInfo, keyderived) 6)

5) Attach the Signature element specified by XML Signa-
ture, and the random number used to derive the key, to
the SOAP message before transmitting it. Transmit the
SOAP message.

6) The receiver of the message first derives the keys using
the previously exchanged security token and the received
random number.

7) With this key, the receiver can verify the signature.

8) Repeat from step 2, for each message to be exchanged
within this security context.

The processing time to sign a SOAP message using the
methods defined by WSSC was expected to decrease signifi-
cantly, due to the usage of the HMAC algorithm to encrypt the
SignedInfo element. WSSC resides on top of the web services
security stack (see Figure 1) — above XML Signature. Con-
sequently, the SignedInfo element of XML Signature, which
has to be encrypted using the HMAC algorithm, is the same

SThis function is also part of the TLS standard.
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as the one used in the test case of section III. This element
is about 500 B long. The HMAC algorithm is based on a
hash algorithm. Therefore, the computing time to encrypt the
SignedInfo element was expected to be similar to the one of
the corresponding data length shown in table I — in this special
case approximately 15 ms.

We also implemented WSSCin JavaScript. The test environ-
ment also consists of Apache Axis 2 at the server side. The
measured times to create a signature of an XML document
using the methods of WSSC are shown in table III.

TABLE III
TIMES TO CREATE A SIGNATURE USING WSSC

[ Operation [ time [ms] ]
Derive one key 16
Encrypt Signedinfo element with the derived key 13
Overall signature creation time 29

Table III only shows the time to derive a key for the
encryption of the SignedInfo element, and the time encrypting
it. The time to calculate the hash code of the data to be signed
has to be added for a real application. This time is the same
as shown in table I. The following equations summarize the
times required for each processing step using WSSC to sign a
message.

timeroundtrip = timesign + timese'r‘ver + timeuerify (7)
hash data derive key  encrypt hash
. —— —~ —~
timesign = 1ms...1s4+ 16ms + 13ms (8)
derive key decrypt hash hash data
. —~ —_——~
timeyerify 16ms + 13ms +1ms...1s(9)
timeroundtrip = 60 ms...2,058 ms + timeserver (10)

Compared with the time shown in table II — and also with
the times listed in the equations (1) through (4) — WSSC signif-
icantly decreases the time needed to encrypt data. According
to the equations (4) and (10) it reduces the required time to
perform a typically communication relationship approximately
at about 1,400 ms in this concrete test environment. Con-
sequently, for web based process visualization, even when
requiring very short response times for critical scenarios,
WSSCcan be an alternative to pure XML Signature.

However, using WSSC, all communication participants share
the same secret. Due to this fact, WSSC cannot fulfill the secu-
rity objective of non-repudiation. Based on non-repudiation,
WSSC also cannot meet the requirement of the security objec-
tive accountability.

V. CONCLUSION

The computation of cryptographic algorithms within the
scripting engine of web browsers is possible, in general.
This has been proven to work. However, the implementation
of these algorithms in JavaScript is not very fast, because
JavaScript is an interpreted programming language.

WSSC provides methods to preserve a security context for
multiple messages to exchange. In contrast to pure XML Signa-
ture, the computionally intensive algorithms of cryptography
do not have to be applied to each message — they are only

needed to exchange the security token: exactly once, for each
conversation. However, the processing times of signatures
depend on the data length to be signed. The dependent part
only consists of the procedure of hashing the data to sign.
These computation times are equal for pure XML Signature
and for signatures created by means of WSSC. In the concrete
test environment, the times to compute the hash code of the
data to be signed were about 1 ms...1 s depending on the
data length. Therefore, depending on a concrete use case, it
has to be evaluated which data has to be signed. For this
purpose, OPC UA provides a method to reduce the actual data
to transfer. It is possible to observe process variables in terms
of changes in value by means of subscriptions: only if the
value of the observed process variable has changed, a message
will be transmitted. OPC UA also defines additional methods
to reduce the data to transfer. Furthermore, XML Signature
enables the possibility to sign arbitrary parts of a message
to be exchanged. Based on this fact, the information which
really needs to be signed can be minimized. Nevertheless, in
the mentioned test environment, WSSC reduces the computing
time for a typically communication relationship using XML
Signature approximately at about 1,400 ms.

Encrypting the information before transmitting it can also be
required, depending on a concrete use case (see section II). The
computation time to encrypt a message also depends on the
data length. However, this dependency is more significant than
for XML Signature. XML Encryption applies cryptography
algorithms to the entire data to be encrypted, whereas XML
Signature only encrypts the hash code. To gain performance,
XML Encryption uses symmetric cryptography to encrypt the
data. Then, the symmetric key — a shared secret — will be
encrypted by an asymmetric cryptography algorithm. Both the
encrypted data and the encrypted symmetric key have to be
transferred to the recipient with each message. WS Secure
Conversation also promises to speed up XML Encryption,
because the shared secret only has to be exchanged once — by
use of pure XML Encryption with each message. The actual
order of magnitude of how WSSC can reduce computation time
for encryption has to be analyzed in further work.

However, WSSC cannot comply with the requirements of
the security objective non-repudiation. Due to this fact, it has
to be evaluated whether to minimize computation times, or to
meet the requirements of all security objectives. This has to be
decided for each use case. Summarizing, the realization of the
security objectives at application layer can be suitable for web
browser based process visualization, depending on a concrete
use case.

VI. SUMMARY

Based on an analysis of the required security objectives
of industrial automation, this paper considers how to achieve
these security objectives by means of XML Security at the OSI
application layer. With this consideration, the Web Services
Security and also standards above it (see Figure 1) have been
discussed, because the OPC UA XML Web Services Mapping
only refers to these specifications to meet the requirements
of the security objectives. According to that, these tech-
nologies are very interesting for web browser based process
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visualization, and thus they have to be implemented with
web browser specific software technologies. Therefore, the
suitability of these technologies for the intended scope has
been analyzed. For this purpose, in a first step, XML Signature
— defined as mandatory in the OPC UA specification — has
been implemented in JavaScript. In a second step, the methods
of WSSC — which is on top of the web services security
stack, above XML Security — has also been implemented.
The computation times to create digital signatures using XML
Signature and the methods of WSSC have been measured and
compared.

The processing times to create digital signatures using
XML Signature are about 700 ms. This time only comprises
the computation time to encrypt the previously calculated
hash code with the private key. WSSC provides methods to
reduce the computation times of XML Signature and also XML
Encryption. Using WSSC, the processing time realizing XML
Signature has been reduced to about 30 ms.

Summarizing, WSSC can significantly reduce the required
computation times of XML Signature, and also of XML En-
cryption. However, only XML Signature has been analyzed in
this paper. Due to the usage of a shared secret, WSSC cannot
comply with the requirement of the security objective non-
repudiation. For that reason, based on a threat analysis, it
has to be individually decided for each use case whether to
minimize processing times or to meet all requirements of the
security objectives.

To further improve performance of cryptographical func-
tions, using the operating systems’ crypto APIs seems possi-
ble, too. However, these interfaces have to be made available in
the browser’s JavaScript environment. Further research should
be dedicated to this approach.
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